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Agenda de 1a Formacié DLT4EU

16 - 16.15
16.15 a 16.45
17 a 18.15
18.15a 19

Introduccio6 al projecte DLT4EU
Retirada o reutilitzacié segura d’equips
Formacié en esborrat i inventariat

Introduccié al reacondicionat per a la reutilitzacio
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Increase reuse and reduce premature recycling

e

Public
administrations

NEEDS

The City Council needs support on the reuse of its out-of-use
computing devices for families with dependent children. In
addition, the impact of reuse must be accounted for in order
to justify the allocation of resources

CURRENTLY
Today, most computing devices from the City Council are
recycled instead of being reused

CHALLENGE

A collaborative and trusted e-waste platform that
reduces premature recycling and increases second-hand
usage of good quality and affordable computing devices



City of Sant Boi Proof-of-Concept

e

Out-of-use Devices

Y |

L1

Long lasting device

[
L

(IT Team) (Social Dept. Team) Vulnerable
Sant Boi City Council Sant Boi City Council families
FEATURES
F1 (7 Team) End of life compliance F3 (SD Team & Families) Account impact of reuse
e Data erasure and disposal for reuse e Send/Receive acknowledge of reuse and reused
e Functioning tests hours by End User
e Send/Receive acknowledge of recycling and
F2 (SD Team) Device management system location
e Transfers between IT Team and DS Team ¢ Impact reports

e Assignment of devices to the End User

Fhe!mle vector created by freepik



Intended impact

Compliance and impact
accounting

Boost device reuse of the City
Council
from small% to 50%

Boost recycling
from 30%? to 50%

250 Kg CO, avoided per
device (+3 years)



City of Sant Boi Pilot

e

Transfer out-of-use

[l

| @ Devices @ Assign devices
(IT Team) R (SD Team) agrecment Vulnerable
Sant Boi City Council Sant Boi City Council reuse and recycling families
F1 actions of erasure and function ] events
trace_ablhty @ proof of reuse (function test & hours of use)
proof ownership transfer and impact
@ proof erasure aecetinting @ proof of recycling (collection point)
proof of function 1

A privacy-preserving DLT for traceability and impact accounting

Fr’gople vector created by freepik



Step 1: Data erasure and function testing

JSON file :

Avui no farem aquesta :

PA e _ :

: : —
_______ 5

B=6c9d9c50132bbe2313382223794cFRdO5bABFD1FId141bFec3bacTaT 1138677e

proof erasure
proof of function

proof ownership -

The City Council IT Team does a secure erasure of data and
function test of devices. Uses a USB stick with the app.

For each device a certificate is generated in the Web app,
and from there stores the proof in the DLT APP.

Web APP
Laptop latitude e6440

Total rate  High (3.91)

Algorithm price
« model: latitude e6440
= manufacturer: dell inc.
« serial_number: fibgvzl
» chassis: Laptop
» layout: None

117.30 €

117.30 € -
Actual price 5

App example: https://api.app.usody.com/dbl/devices/168

actions of erasure and function
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Step 1: Check proofs (erasure, ownership, function)

Web APP

All devices

Write a model, serial number...

Y Filters ~ Type: Computer X

Title s
Desktop Dell Inc. Optiplex Gx520

Desktop Hewlett-Packard Hp Compag 8000 Elite Sff

Desktop Lenovo 3493bag

Desktop Hewlett-Packard Hp Compag 8100 Elite Sff

Desktop Hewlett-Packard Hp Compag 8100 Elite Sff
Desktop D1mr D1ml
Desktop Hewlett-Packard Hp Compag 8100 Elite Sff

Desktop Hewlett-Packard Hp Compag Dc7900 Small
Form Factor

Laptop Emachines E627
Laptop Toshiba Nb200

Desktop Nec Computers Sas Powermate Mboo

mEDD = B=EE B NN

Desktop

Tags =

DT-BEBEB

TAG1

DT-AAAAA

DT-BRRAB,

TAGA

DT-CCCCC

Rate &

2/8

28
1/8
3/8
2/8
1/8
1/8
2/8

4/

-

s Statuss

Sold [ Repaired

Sold / To be
repaired

Sold / Ready

Sold / Ready

Sold / Prepared

4+ New snapshat

Q

Deselect all devices (3)

Price # Updated

3/11/20
3/11/20
3/11/20

3/11/20
3/11/20

3/11/20
3/11/20
3/11/20
3/11/20
3/11/20
3/11/20

3/11/20

Selected devices — 3 peselectal

Type, manufacturer & model

Desktop Various manufacturers

Status
Sold / Repaired

lzsues

Test data storage — e.severity.error: Unspecified error. self-test not started.

3

Rate
2/8(2),3/8 (1)

Disk erasure

Erase basic: e.severity.info — Shred Non-standard (2)

Traceability log

reverils

Proofs
3 proofs

Compenents

F1

11



Step 2: Ownership transfer

Iy Gk

(IT Team)
Sant Boi City Council

WEB APP

e

Transfer out-of-use

Devices

\4

receive

(SD Team)
Sant Boi City Council

All devices

Write a model, serial number...
Y Filters v Type: ComputerX

Title
B Desktop Dell Inc. Optiplex Gx520
B Desktop Hewlett-Packard Hp Compag 8000 Elite Sff

B Desktop Lenovo 3493bag

B Desktop Hewlett-Packard Hp Compagq 8100 Elite Sff

Tags =

TAG3

DT-BBEBEB

Rates !+ Status®

2/8 ! Sold / Repairad
3/8 !

2/8 ! Sold

Sold / To be

2/8 ! .
repaired

=+ New snapshot

Q

Deselect all devices (1)

Price + Updated
3/11/20
3/11/20

3/11/20

3/11/20

0 Proofs

Proof Transfer

Proof Data Wipe

0x34ABCD956696aBTe56ChThcBTd9848E921C4ABCD

0x44ABCDI56636aBTe56ChThcBTdI843E321C4ABCD

12



Step 3: Assign to families

D34

Assign devices

»
»
>

>
|

(SD Team) agreement

Sant Boi City Council reuse and recycling families
events

The app allows the DS Team to assign a devices as the status of
“asigned to a user” . Internally, the DS team must have a record of which
device (D34) the family has and other sensitive information. The app will
not know who Is using the devices.

13



Step 4: Proof of reuse

(DS Team)
Sant Boi City Council

Nneg *

The family uses the device. Using the app (USB) the family automatically
notifies a new proof of reuse to the SD Team. In the app (web), the SD
team can register this proof into the DLT. The app or SD Team should not
be allowed to know the hours a device has been used by a family. Whether
it should be possible to know the total number of hours that SD Team
devices have been in reuse.
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Step 5: Proof of recycling

(DS Team)
Sant Boi City Council

D34

X

The family physically brings the device to an authorised recycling point.
The family, using the app (code: D34) or the url provided, can set the
collection point. In the app (web), the SD checks this transfer and
registers the transfer of ownership in the DLT

15



Open-Source apps (AGPL-3.0) and data commons

USB APP

Data erasure and
hardware
discovery/testing

WEB APP

An IT Device Management and Disposal system
(ITAM/ITAD) with impact accounting

Collection paint
Recycler code
PC-TAT-01
GPS Location
AWRINTWWSE

—

Explorer DLT APP

A privacy-preserving DLT for
traceability of compliance and
impact

Bx6co9dIcS8132bbe2 3133082223794 FOdBSbABFb1Fod1s1bfocibacTaT 113867 Te
RO A

B=f158d5 7576781 5deB897 794831101 10727 fE335FdBCTB4E4237BT 742551709

L d29c4967a201a034b54424d3b55e883efB79f6b14ebe2B859b39bFccass17f3

https://github.com/eReuse/workbench/tree/testing https://github.com/eReuse/devicehub-teall/tree/testing

https://github.com/DSG-UPC/eReuse-Blockchain
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Retirada o reutilitzacio segura d’equips

Inventari Esborrat



Etapes de la Retirada, Reutilitzacio i el Reciclatge

\

N~

Eliminaci6 de dades

Identificar els recursos i eI
seu potencial de
reutilitzabilitat

A

—

Registre i identificacio dels
components

J

Inventariat

Etiquetatge dels recursos

Test de funcionament

Valoracio de la
reutilitzabilitat

Esborrat de dades

AL
AN,

Preparacio i millora

Validar la reutilitzabilitat

Reparacio o millora

Instalacio del SO

Cessio

DeVO|UCIO 0 transferenua
aun punt verd

-

Convenis de cessio

[ Reciclatge de recursos ]

Cerca de destinataris

Test de funcionament

|
|
[
|

Valoracio de la reutilitzabilitat

Seguiment agregat del
impacte

19



Activitat en el IT TEAM

NS disc, data,
meétode i la
signatura o

segell de
I'empresa que ho
realitza

fco=:

Procés Retirada

Descarregar i preparar programari esborrat i valoracio: Preparar live USBs (rate i wipe)

Arrancar els dispositius amb el programari d’esborrat i cable de xarxa amb internet

Verificar el registre dels dispositius i del seu esborrat

Crear inventari (lot temporal) amb els dispositius processats

Seleccionar els dispositius del lot i exportar fitxer (albara)

Descarregar certificats d'esborrat per a cada dispositu

Extreure identificacio visible (etiquetes)

Satisfactori ] [ No satisfactori

Y

Procés Valoracio i reacondicionat [ Destruccié mecanica del disc

— A A A A A A A

Valoraci6 potencial reutilitzacié (Arrancar ISO rate)

Reacondicionat (neteja, components, SO) ]
Seleccionar dispositius del lot i exportar albara ]




BACKUP
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Model amb reacondicionadora

L1

Long lasting device at
affordable price

Out-of-use Devices

B
»

[
>

-
-

A

Public administration €°sts & compliance Refurbisher Secondary market

(Sant Boi City) (local business ) (schools, families)

\ * repair and resell data /

traceability and impact * usage and recycling
accounting

A privacy-preserving DLT for traceability
and impact accounting

quality, data wipe, transfer, resell amount (no customer or personal data) hours of use, collection point (non personal data)

Mple vector created by freepik
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